Rohos Disk Encryption- creates hidden and password protected partibartee computer or USB

flash drive. With megabytes of sensitive files @nidate data on your computer or USB drive you can
not imagine life without the hidden partition th&icreated using this wonderful tool. It has a saiga
portable tool that allows accessing encrypted fpamtion USB flash drive from any PC where you work
as a guest or user with no admin rights. Rohos Ds&ls NIST approved AES encryption algorithm, 256
bit encryption key length. Encryption is automati on-the-fly. The installation requires

administrative rights.

Encrypt USB drive

» After installation of Rohos Disk Encryption, insgdur USB pen drive to the computer and run

the Rohos Disk Encryption application.

-
s Rohos Disk Encryption

| Rﬂh@S @ Updates

Disk is connected. E: hidden volume {R:)

" _p Size: 5.36 GB. Free space: 441 MB.
L‘ Disconnect  Browse Tools..

=% Hide folder Options
(i) Hide and encrypt a particular folder from

PC into Rohos Disk,

&

Change password
Specify new password to access Rohos

disk. Rohos disk.

Encrypt USB drive
Create protected partiion on your USE
flash drive,

; Suppart

Setup disk auto start, disconnect hotkeys and
other options.

Setup USE Key
|| Setup USE stick as a hardware key to access

Connect more. .,

Create another one. ..
Create Rohos Disk within media file
Restore Rohos disk.

@ Help...

[
screen shot 1

* Click on“Encrypt USB drive”

* The program automatically determines the best Rdisksoptions for your system. It will create
a partition namely: with 900 Mb space. You can customize the partisize, disk letter and file

system by cIicking(];_hange..].

-
Encrypt USB drive

[

Create protected partition on your USB flash
drive,

USB device H:\ has been found  [Change...]

Encrypted partition properties will be:

e Disk size: 900 Megabytes

* Partition letter (disk): I:

« Partition container file: H:\_rohos\rdisk.rdi. | [Change...] |

Specify password to access disk:

|.I......... |
Confirm password:

[.l......... |

[¥] Make a shortcut to the disk on your desktop

Cancel

| |

Learn more... | Create disk

|

screen shot 2
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Disk details ]

Disk letter I ~|
Disk Size (in Megabytes) 300

File syster INTF§ |
Enciyption algorithm: | AES256 v

Encrypted data will be stored in thiz contamer e

H:A_tohos\idisk rdi [

Free space on the disk divels) 4.05 GB

@ [ ok ] [ Concel |

screen shot 3

Remember Rohos Disk Encryption has no encryptddsilze limit. Thus you may change disk size in
this window. Notice that Rohos Disk displays ydash drive’s available free space. Also file system

may be changed. By default, Rohos Disk Encrypti@ates disk in NTFS but it may be changed to
FAT/FAT32.

» After all disk settings are adjusted you may insgoassword to Rohos disk, confirm it and click
on “Create disK.

r T
Encrypt USB drive —— - ﬂ

Create protected partition on your USB flash gifv’.‘.!“l ]
drive.

USB device H:\ hasbeen found  [Change.. ]

Encrypted partition properties will be:
# Disk size: 900 Megabytes

# Partition letter (disk): It

# Partition container file: H:\_rohos\rdisk.rdi. | [Change..,] I

Specify password to access disk:

|.l'l.".'.. |

Confirm password:

[] Make a shortcut to the disk on your desktop

Learn more... | Create disk | | Cancel |

screen shot 4
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Performing operation

Fleaze wait;
& E‘

Creating encrypted volume ...

L Cancel

screen shot 5

It should take a few seconds to create an encrymkoine on your USB device.

é :I Encrypted partiton has been successfully created,

To open it on a guest computer use Rohaos Mini,exe icon From a rook Folder on that LSE drive.

screen shot 6

Portable Application allows working with a password protected partitoanany PC, you just click on
“Rohos Mini.exe” icon on the USB flash drive rootder

&~/ < v R -y |[searc 2]

Wy Organize ~ = Views ~ #® Slide SHow

e e Name Date taken Tags Size Rating
ca Pohos Disk P
Folders b Autorun.apm Autorun.exe Autorun.ico iCtriClip_v1.1BET...
B Desktop o

EE Matasha

|| Public E =

1M Computer i =1 ]
= Floppy Disk Di f( \. 5 " Y 5
= SYSTEMICS) | -
(=" vl e
&L Local Disk (D) B e ST
—, DATA (E) mirandaboot.ini pmp_ush.ini chos mini.exe setup.exe

wm USB DRIVE (F:) 1

R R e —

g items

-—
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screen shot 7

and enter disk password.

Erter password to access Rohos disk:

= |
Open Disk Browser for this disk...

screen shot 8

Now your Rohos disk is accessible from Windows Bxgil. And double-clicking on it you have access
to your encrypted files to edit and save filedglisto music and look through your pictures.

-

Organize =

{ Favorites

B Desktop

& Downloads
1 Recent Places
cw Rohos Disk

o4 Libraries
4| Documents
o' Music
= Pictures

a Videos
) Homegroup
M Computer

ﬁ’.’. Local Disk (C:}
- RECOVERY (D)

=

&-J C o —
111 GB free of 153 GB

HP_TOOLS {E:)

92.6 ME free of 9.3 MB

- Microsaft Office Click-to-Run 2010
oy (Protected) (Q2)

Rehas Disk {E)
= —
= 555 ME free of 599 B

# Devices with Removable Storage (2)

£ ovD R Drive ()

. # Other (1)

=W 235 GE free of 14.2 GB

Mew Volume (G:)

="
=" 130 GE free of 130 GB

E: hidden volume (R:)

=B 241 MB free of 5.35 GB

Removable Disk (H:)

L —
W 100 GB free of 747 GB

==l
@uv-_‘ﬁ » Computer » v | 49 ||| Search Computer 5]
Properties System properties UninstaH:r change a program > == - -jJ
*, 4 Hard Disk Drives (7) :
Local Disk (C:) RECOVERY (D:)
= _——

~

screen shot 9

After you finished working with your encrypted flggou may disconnect Rohos disk using Rohos icon
in the system tray.

Open Rohos
Connect Dhsk

Disconnect Ik

Connect more...
Help
About...

Exit

Customize...

EN B @l )

screen shot 10

© Tesline-Service S.R.L. All rights reserved. 2010



Hide Folder
With this feature your protected items can be dyiekd easily rendered inaccessible to other usgtrs
are instantly accessible when you turn on your Rahsk.

Security benefits with Hide Folder feature

« Allows encrypting any regular folder on the compute

« Password protect any Application folder, for exaen@t\Program Files\Firefox

« Encrypt and hide your Skype chat, received filesitacts, Skype password; Google Chome
history, favorites, form data (credit card numbegyed passwords.

How it works:
Turn on your Rohos disk -> click oidfde folder” link in the program’s main window

-

Iind s Conmeched. fohos Dk (F1)
T Se: 000 ME, Free 5pale; 55 M.
- g Curniviect  Browss Too

Hide folder Options

Hide: sl vyl & parinuler folder fros Senp Gk D S, deCitrll Pofotyl and
L win oo Dk, e ooberm.

Ll Change password Setup USE Hey
Speafy rew pesswond o scoesa Rohos niIS.I:-".LpLEE:‘h::u a handmere ey o scoess
ik, R ciak

E.‘.E."“J'. IS8 drive L] ":':'l.'ﬂ:'."lllt

Craste prodncied pa Toon on your USE B LR RS et

Rz drrm, A Cresle Hohos Dl wiltei nede fie
& Rersre lobos ces

screen shot 11

In the "Hide folder” dialogue window there are given predefined fofjer.g. My Documents, Google
Chrome data, Skype, etc. You'll need to choosddefdhat will be linked with your Rohos disk.

Hide folder ot

Choose 5 folder that wil be linked with Rohos Disk.
This folder will be accessible only when Rohos Disk is
on. During this operation all folder data will be moved
inta Rohos Dick.

Select & predefined foider:
Skype profile (chat logs, received files, elc) -

Or specify a folder path manually:
|C:\Users\Natasha\AppData\Roaming\Skype -]

Leam more... | DK | Cancal |

screen shot 12

In our case we have chosen to encrypt/ passwotdqgirSkype profile. Then all you have to do is to
click on “OK” button.
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From now on you folder will be encrypted and hiddeamd accessible only after your Rohos disk is
turned on.

Encrypt HDD

Using Rohos Disk Encryption you may encrypt youriD

» At right bottom of Rohos Disk main window click 6@reate another one..” link

I Create new Rohos disk | E3 .i

Creating encrypted virtual drive. Rohos automatically T
has defined virtual drive configuration, however you R }
can change it. U

Encrypted Rohos disk size 500 Megabytes, disk letter Gz . Disk image path:
Documents\rdisk.rdi . [Change...]

Specfy password to access disk:

Confirm password:

| Make a shortcut to th Disk details
7] Setup USB stick as a H
Dizk: letter: | G - |
Dzl Size [in Megabytes): 500
Learn more. .. Cre
File syztem: 'lNTFS - i
Encreption algorithm: [,.5,55255 v]

Encmpted data will be stared in thiz image: file:

(D:"»Ll gerzhiatazhatDocumentshrdisk. rdi ] | !

Free zpace on the dizk drivelz): C: 215 GE, D: 1.83GE,. E: 19.1
GEB. R: B13 ME,

| K ] | Cancel ]

screen shot 13

* You may change Rohos disk image path clicking@mange..]. Rohos Disk displays the
available free disk space on disk drives. You ntagnge the disk drive by clicking on the button
next to the field with Rohos Disk proposed diskdriOther parameters may also be changed.

» Specify your Rohos disk password, confirm it andkcbn “Create diskK’ button
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Have USB Key for access control
You can use any USB flash drive or security tokéesAladdin eToken to access your secured disk
automatically without need to remember and entesward manually.

* In Rohos Disk main window click orSetup USB Key

Setup USE Key

iou can setup your USE device to access Rohos disk .
with it. The password will be securely stored on the %
LISE drive. The disk password will be entered
automatically upon USE flash drive insertion,

You can choose the type of USE key device to use in Rohos;
USE flash drive -

LISE device F:\ has been found
Disk: Favorite disk. [Specify...]
Enter Riohos disk password:

| Setup USB Key | |  cancel |

Screen shot 14

» Insert password for Rohos disk access and
* Click on “Setup USB Key button
* By clicking on drop-down window you may choose tyyge of device to use for Rohos disk
access
Please, note that in case you have got severalRaiwypted disks you may specify the one you would
like to be accessed by USB Key (only one).

» Click on [Specify...] next to ‘Disk. Favorite disk’
* In Windows Explorer choose the appropriate Rohek sihage-file (rdisk.rdi) and click OK
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Rohos disk options
You can set up Hotkeys to quickly disconnect enegmlisk and create a password to access Rohos
main window.

Rohos disk options ==

| Connect Rohos disk automatically on system start.
Yo will be prompied to enter disk password on Windows start-up. If there
will b USE Key for the disk it be connected automatcally.

| Show Rohos ikcon near the dock,
Hotkeys to disconnect disk:
fou can quitkly disconnect {turm-off) encrypted disk by using hotkeys:
I | Disconnect by Hotey: Change...
[ Dizconnect by un-plugging USE flash drivesF:),
| Disconnect all when user logs off.
| Connect by plugging USB key

Change Rohos language:  English -
¥ write log files for troubleshooting purposes
Setup a password for Rohos Center..

| oK | [ cancel |

Screen shot 15

Steganography
Hide your sensitive files into a single AVl moviemedia file such as MP3, OGG, WMA etc.
* In Rohos Disk main window click orCreate Rohos Disk within media filé link

Create new Rohos disk .

Rohos disk can be stored inside one big media file (avi, F
mpg, mp3, ...}, The file contents will be modified but \ ,-/"
you will be able to play it partially. L«

5.) Choose media file (AVI, MP3, MPG, WMV, WM&, OGGE)
Spedfy password to access disk:

|..... |
Confirm password:

[7] Make a shortout to the disk on your desktop
=] Setup LISE stick as a hardware key to access Rohos disk.

Learn mars... | Create disk | | Cancel |

Screen shot 16

* Click on the link ‘Choose media file..” link
» Specify Rohos disk password and cli¢kréate disk” button

Other Rohos Disk features

By clicking on “Tools...” in Rohos Disk main window you may:
1. Enlarge your Rohos disk (one at a time)
2. Check Rohos disk for errors — in case your Rohsk dibesn’t get connected.
3. Delete disk—easyas 1, 2, 3...
4. Change password of your Rohos disk
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5. Create Password Reset file — but remember to keeprat where you have saved this file
6. Make a shortcut to the disk on your desktop - angadisk shortcut just with one mouse click.

F
Rﬂh’ﬁ @ Updates 8 Suppart @ Help..

Disk is connected. F: hcklawoime{:s:}

‘Size: 1,55 GB. Free space; 1,__1@
‘~{ Disconnect.  Srowse  Tool

Enlarae...
Check disk

Celete dick

Change password
Create Password Reset Fiis

[_':—:‘k__ Hide secure disk Make a shcm:ut to Lh
1._{‘3_’]. Place encrypted data inside AVI maWiE TiE Ok oty start, disconnect hotkeys and
to hide its presence. c-H'ver apwrs
J==I 1 change password ySetup USB Key
v Specfy new password to access Rohos 1| Setup IS8 stick as a hardware key to access
disk. || Rohos disk,
o Encrypt USB drive = Connectmore. .,
| Create protected partition on your USE m Create another ane..,
fizsh drive. = Restore Rohos disk.

;&

screen shot 17

Integrated File-Shredder

Any file or folder can be easily moved into EncegbtRohos disk with shredding afterwards. This tool
helps you to delete file reliably and be sure ti@iody can recover it.

Edit
GF  COMODO Antivirus
Open With k
Share...
B  Addtoarchive.
B Addto "Dear Sirrar”
B Compress and email...
B Compress to "Dear Sir.rar” and email
Restore previous versions
Senleo b |4 Compressed (zipped} Folder
i BE Desktop (create shortcut)
Caiy (i Documents
g2 Fax Recipient
Create Shortcut E File copy and shredder -)
Bt [’ File Shredder
_ Rename ) Mail Recipient
| @ Pruperﬂes a Rohos Disk
i B | RohosFileShredder |
@ Skype
9 Bluetooth device
u_—Hj Floppy Disk Drive (A:)
e Pemovable Disk (F)

screen shot 18
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Access your Rohos portable partition on a PC withouAdmin rights

On a computer without administrative rights RohasiNDrive Portable will automatically be launched
and you will be able to work with your encryptedtpeon, which is seen as Windows Explorer.

£3 Rohos Mind Deree Portable 1 H

Paritibh T Vi

$ +E-0-©-2

[ onas =)

| ==y Erber your passet
4 CECEETTTrere nrn
Wby okl Wik bty ek i -

i

screen shot 19

You can run any application and work with your leddsolume as usual - open, copy, edit files, view
images, ect.

88 Rohos Mini Drive Portable Q@ﬁ_ﬂ

Partition File tiew 7
'+ @00 ;
=l - ’J | D ) i | 5 0 (=) |
2 Auton || abenn Documents Program  Shoouts  Systern  backup.dat shares.dat
(=) Docur Files Wolume |...
[ Progrz
{3 Shaitc
(] Swyster
185 N
System Volume Information

screen shot 20

Rohos Mini Drive Portable utility uses “on the flghcryption principle, thus the program doesn’t
save files in temporary folder and doesn’t leavenanypted data on a PC or unprotected part of
USB flash drive. When you open a file such as MSd&document, MS Word application will read
and write changes to the file using Rohos Mini BrRRortable. When you run the program, the *. exe
will be decrypted and run in the program memory.
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Virtual Keyboard will help you to protect your encrypted disk passivfrom a key-logger.
Rohos Bl

g, Enterpassword to access Rohos diskc

& | =

Open Disk Browser for this disk. . \
| ok | | Cancel | | Options x>

———keyboard " B
Ll el s e e e e L) e ) L=
Lo Lol Lo o ) L) b i (e e Lt ) [d ) s )

BERER ER R ER RS e e
Lshit [z [ w e e [0 [0 lm [ e J] 2 )] shit |
| |

] Wiew

[ K, ] | Cancel

Screen shot 21

Rohos Disk Encryption download paghettp://www.rohos.com/desktop-security/rohos.exe

Rohos Disk Encryption home page - http://rohos/poatducts/rohos-disk-encryption/

Rohos Mini Drive Portable page - http://www.rolaasn/support/knowledge-base/rohos-disk-
browser/

Type: Shareware (30-day trial version)
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