How to password protect your USB flash drive.

According to the XXX agency reports 80% ofla#it and stolen USB flash drives contained a very
important information: business or government dakee following guide is for private users that heal
concerned about data security on their notebookbjlenphones, USB flash drives and other mobile
devices.

Suppose you have many sensitive files on Ugshfdrive and you need to use it on home andeoffic
PC or at university PC. There are a few free toalshe web that allows you protecting entire US&
drive or certain files with a password and enciyptif you use strong encryption plus password
protection, be sure your data will remain secure.

One of the free and powerful USB flash drimergption tools is Rohos Mini Drive. It creates théh
and password protected partition on any USB flasledAlso it has a separate portable tool thatvedl
accessing encrypted partition on USB flash drieenflany PC where you work as a guest or user with
no admin rights. The only limitation it has - 2@Bcryption size limit.

Here is a guide on how to encrypt a part of youBUW&sh drive and access it on any computer:

Set up USB flash drive
* Download and install it (link)
» After installation of Rohos Mini Drive, insert yolWSB drive to the computer and run the Rohos
Mini Drive application.

%= Rohos Mini Drive

~ Primary Rohos disk is not connected.
1 Connect disk

5 Encrypt USB drive Options
‘ Create pratected partition on your LSE Setup disk auto start, disconnect hotkeys
flash drive. and other options,
—i=h  Hide folder m Restore Rohos disk.
= L‘-ﬁ Hide and encrypt a particular Folder From ® How ko upgrade Rohos Mini...

P into Rohos Disk,

screen shot 1

 Click on“Encrypt USB drive” and have your USB flash drive connected to PC.

Encrypt USB drive

Create protected partition on your USE flash L. e |
drive, c_;

1U5E device D3 has been found - [Chanage. .. ]

Encrypted partition properties will be:

& Disk size: 900 Megabytes

#  Partition letker (disk): F:

#  Partition container file: D _rohosrdiskl.rdi. [Change...]

specify password ko access disk:
|.....'... |
Canfirm passward:

Make a shorkcut to the disk on wour deskkop

Learn mare. . | Create disk | | Cancel |

screen shot 2
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» It automatically detects your USB flash drive affigis the best options on how to encrypt your
USB flash drive.

* On the screenshot: it creates a partition undesrlét with 900 Mb space. You can change the
encrypted partition size and disk letter by click[€hange...].

Please note you can also choose your local HDDufwish to use Rohos Mini just to encrypt
2GB on your notebook.

Disk details

Digk: letter: v
Disk Size [in Megabytes) EEIDD

File spstem: ;-NTFS ;
E nerpption: algarithnm; E..;'E-.ESEEE ;.

Encrppted data will be stored in this container fle;

D2\_rohosrdisk | u

Free space on the disk drivelz]: 4.02 GB

[ ok ] [ Cancel ]

screen shot 3

Remember Rohos Mini encrypted disk size limit SB.

» After all USB drive encryption settings are OK ymiay specify a password that you will use to
access this encrypted partition and then click©reate disk'.

Please note: Recommended password length is 8 sy@bainimum. Also your password will
be stronger if you use numbers and special syn{bals \+=*&",.). Also we recommend using
only English characters in password (this wouldwalusing Virtual Keyboard feature later).

Later if you wish you may change your passwordf8B drive encryption.

© Tesline-Service S.R.L. All rights reserved. 2010 2



It should take a few seconds to create an encrygisédon your USB drive.

Performing operation E|

Flease wait;
& E‘

Creating encrypted valume ...

L Cancel

screen shot 4

é :I Encrypted partiton has been successfully created,

To open it on a guest computer use Rohaos Mini,exe icon From a rook Folder on that LSE drive.

screen shot 5

After the process of creating Encrypted partitiscompleted you'll see its status in Rohos Minimai
window:

+** Rohos Mini Drive

Disk is connected. R_n:nl"!n:ns Disk (R

W Size: 299 MB, Free space: 294 ME.
s Disconnect  Browse  Tools..

. Encrypt USB drive Options
' Create prokected partition on your JSE Setup disk auto start, disconniect hotkews
flash drive. and okher options.

Hide folder m Restore Rohos disk,

Hide and encrvpt a particular Folder From = How to upgrade Rohos Mini. .,
PC into Rohos Disk,

screen shot 6

Disk letter R: is your encrypted partition on US8sh drive. It is resides within a file on USB fhas
drive \_rohos\rdisk.rdi. Now you can cut and pdsés and folders to disk R:\. The data are en@gpt
automatically and on-the-fly when you save it tskdR:\
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Hide Folder
With this feature your protected items can be dyiekd easily rendered inaccessible to other usgtrs
are instantly accessible when you turn on your Rahsk.

Security benefits with Hide Folder feature

« Allows encrypting any regular folder on the compute

- Password protect any Application folder, for exaen@t\Program Files\Firefox

« Encrypt and hide your Skype chat, received filesitacts, Skype password; Google Chome
history, favorites, form data (credit card numbegyed passwords.

How it works:
Turn on your Rohos disk -> click oidfde folder” link in the program’s main window

5= Rohos Mini Drive

@ reb
Disk is connected. Fohos Disk (R:) 5 '
nf*" Sizei 299 MB. Free space: 294 ME,
W Disconnect  Browse  Tools..
@& Encrypt USB drive Options
' Create protected partition on wour USE Setup disk, auko skark, disconnect hotkews
: Flash drive. and other options,
i.‘.-’-;.".-l Hide folder m Restore Rohos disk,
L () Hide and encrypt a particular Folder fram = How b upgrade Rohos Mini...
PC into Rohos Disk.

screen shot 7

In the "Hide folder” dialogue window there are given predefined fofjer.g. My Documents, Google
Chrome data, Skype, etc. You'll need to choosddefdhat will be linked with your Rohos disk.

i B’
Hide folder ||

Choose a folder that will be linked with Rohos Disk, -

This folder will be accessible only when Rohos Disk is L |

on. During this operation all folder data will be moved \y
into Riohos Disk,

Select a predefined folder:

ve profile (chatlogs, received files, efc) -

Cr specify a folder path manually:
|C:\Users'nLNaL?sha\AppDam\Hnamingls kype || |
This folder has already been hidden with Rohios Disk.

Restore Link Delete link | | Unhide Folder

oK | | Cancel |

L
screen shot 8
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In our case we have chosen to encrypt/ passwotdqgirSkype profile. Then all you have to do is to

click on “OK” button. From now on you folder willdbencrypted and hidden, and accessible only after
your Rohos disk is turned on.

Working with protected partition on USB flash drive

Rohos Mini Portable tool allows working with a password protected pemi on any PC. You just click
on “Rohos Mini” icon on the USB flash drive rootder.

GO~ =~ s 2

Wy Organize v = Views ~ @& Slide Show

Search fal |

e Name) Date taken Tags Size Rating

QP

Folders b Autorun.apm Autorun.exe Autorunico iCtrlClip_v11BET...

s Pohos Disk

B Decktop -
ﬁ Matazha
Public
Ll Computer i __." ¥ il |
= Floppy Disk Di = § 5_‘{] . :;
o SYSTEM (C) — : '
= - &
&L, Local Disk (D) _“: S - o T
= DJ‘:'LTF\. I:E::] mirandaboot.ani pmp_us A onos MinLexe SEtLIFI.EKE
== USB DRIVE (F:) _

L L T R P

g items

screen shot 9

and enter your password :

-":-'R . G
T Enter password to access Rohos disk:;

2 | - [aa)

Open Disk Browser for this disk...

| oKk | | Cancel | | Optiens 5> |

screen shot 10
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Virtual Keyboard will help you to protect your password from a kegger or malware that steals
passwords. Please note virtual keyboard suppolysLatin characters + special symbols like \+=-"&*
etc. by pressing ‘Shift” button.

: Fochos &S i

=T Enter password to access Rohos disk:

¥ (=]

Open Disk Browser for this disk... \
[ oK ] [ Cancel ][Dﬂﬁﬂﬁs?—*ﬁ]

4“!@!}’% b B
5 ER|ER|EN R R ERIED | E0) N EN
Lol el JLe Lo ) lwJ i) Lo ) [e ) L ) [t ) [s )

Lals ) ld ) {ie Jloa ) ln il ) [ 1 ]
Lshit {2 J[s Jle Jle ] (b (o lm JLa [ ] [e ) [Lstin ]
[ ]

[ view
[ QK. ][ Cancel ]

screen shot 11

Now your Encrypted partition letter R:\ is accesip My Computer. And double-clicking on it you
have access to your encrypted files to edit and §bes, listen to music and look through your prets.

2 My Computer |:] @”E
File. Edit %ew Favorites Tools Help I#,

k_,,"’ Back 'ag;) L?’: _,-;::I Search '1_-_-I Folders v

Address | &) My Computer v_| _ i

Systemn Tasks R w Data (E:)

. Mgy svsbem
informakicrn

L Add or remove Ew Rohos Disk (R:)

prograns

|2
|

[} Zhange: a setting

Devices with Removable Storage

Other Places ' =
- 314 Floppy (A =.

iﬂ Py ebwork Places
.} My Documerits

=3 Shared Documents &;@ Removable Disk: (D)

& Conktral Pamel

I
1%

—

screen shot 12
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After you finished working with your encrypted filgou need to disconnect Disk Letter R:\ using
Rohos icon in the system tray:

Open Rohos
Connect Disk,

Disconneckt R

Conneck mare. ..
Help
About, .

Exit

screen shot 13

Access your encrypted partition on a guest PC (asguest or user with no admin
rights)

On a guest computer where you have no administraints Rohos Mini Drive Portable will be
automatically launched and you will be able to warkh your encrypted partition, which is seen as
Windows Explorer.

AEE

i Rohos Mini Drive Portable

Paritian File - Wi

2 ¥ ¢+ W-Q ©- ¥ | “|[+]

@ Enter wour passwiord:

i £ | (TTTIT TN | o
Raohos Disk containet:

| D:h_rohoshrdisk.rdi v"'|

L (] 4 ] [ Cancel J

screen shot 14

You can run any application and work with your leddsolume as usual (open, copy, edit, etc. files).
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¥ Rohos Mini Drive Portable

Partition File WYiew 7
+ +@E-0-0-F | v
= o/ 2 = o (o) o 2) L
@Autaru Autorun Documents  Program  Shortouts  System backup.dat shares.dat
{0 Docur Files alume |
| Progre
i) Shartc
() Swster
&y >
System Yolume Information

screen shot 15

Rohos Mini Drive Portaable utility uses “on the"fgncryption principle, thus the program doesn’t
save files in temporary folder and doesn’t leavenanypted data on a PC or unprotected part of
USB flash drive. When you open a file such as MS#document, MS Word application will read
and write changes to the file using Rohos Mini BrRRortable. When you run the program, the *. exe
will be decrypted and run from the RAM memory.

Rohos Mini Drive Portable is a separate portabdé tiwat allows creating and managing encrypted
partition on USB flash drive. You can downloadrdrh - http://www.rohos.com/rohos_mini.exe

Rohos Mini home page - http://rohos.com/productsissmini-drive/

Rohos Mini Drive Portable page - http://www.roh@srésupport/knowledge-base/rohos-disk-
browser/

Type: Freeware
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