Y ubikey. Setup Dynamic configuration for Rohos L ogon with static AES

Comments are below each picture.

. Select task

Programming the ubikey

(¢ Create a dynamic Yubikey configuration [OTF modef

" Create a static Yubikey configuration [password mode]
T Remove an existing vubikey configuration
Testing the *rubikey
(" Check the ‘Yubikey type and firware version
(" Testthe OTP output of a configured Yubikey

" Corvert between different nurmber formnats

Global zettings
" Review or change progran setings

(" Specify a text file for configuration input
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We need to Set up Dynamic configuration (OTP).

The following configuration would be OK for login by Y ubikey to Windows Remote Desktop by Rohos.
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@ Specify a public identity

Before the OTF zting, a fiked identity can be uzed az a prefis which identifies a
particular Yubikey. The fised part iz zent in clear text az opposzite to the OTP part

" Do not use a public identity

Desired length [ [1-16 bytesz)

Public IC string |44 B 8E75e3 7h

Public 1D string update scheme

" Fived value :
& |ncrement by one Single rand

" Randomize
=

W Remember these settings and don't ask nest time
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6 bytesfor public identify. Required by Rohos. Please see Y ubico PDF about this identify for
acknowledge.

Click “Single rand” and then “Increment by one”’ or “Randomize”. These values are always visiblein
OTP. They should not be remembered.
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() Specify private identity

Az a part of the OTP, an optional private identity [LD] may be specified with a
fired length of B bytes.

" Do not use a private identity

* |ze a private identity

|0 ztring

Private D string update scheme
" Fixed value

W Remember these settings and don't ask nest time
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Private identify is not used by Rohos. (But it should be 6 bytes length just in case).

@ Specify cryptographic key

In order to generate an OTP, a cryptographic [AES-128] key iz needed. Pleaze
zpecify one manually or select it to be automatically generated in a random fazhion

AES key [1E bytes)

K.ey update scheme-
* Fixed value _
" Increment by one Single rand

" Randarize
= Bas

[~ Femember theze settings and don't ask next time
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AES key isimportant part. Click “Fixed” and then “ Single Rand”. Remember this AES key you will need
to enter into Rohos later.

Rohos may authenticate Y ubikey by...
e by using asingle (fixed) AES key that you need to enter in Rohos.
That iswhy | set “Fixed value” on the screen.

e Dby usingaURL of avalidation server (Y ubico by default) but in this case you will need to import
al generated AES keys + Public identify of the tokens into Yubico validation server.

Aswe don’t know how to do it right now we do not use the option.

(V)] Specify output parameters

Cutput format flags
[ Bend a TAB character firsk
[ Send a [reference) string of all Modhes befare the fixed part
[ Send a TAB character between the fixed part and the OTP part
[ Send a TAB character after the OTF part
W Send EMTER as the last keystroke

Output zpeed throttling
[ Slow down character autput by 20 s
[ Slow down character autput by 40 s (1 + 2 = 60 mg)
[ Add a shart delay before sending the OTP part
[ &dd a short delay after sending the OTP part

Strong password policy [Yubikey 2 only)
[ Mix upper- and lower caze

[ Mix characters and numeric digits
[ Send a special character as prefis

W Remember theze settings and don't ask next me
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No comments.
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1) Specify configuration protection

The Yubikey can be protected by a configuration pazsword bo prevent
unauthonzed modifications.

" The Yubikey(s] are currently unprotected and | want to keep it that way
* The Yubikey(z] are currently unprotected and | want bo enable protection
" The Yubikey(z] are currently protected and | want to disable protection

" The Yubikey(s] are currently protected and | want to keep it that way

Current access code Mew access code
Oef3 305 6ada

Current code update scheme - Mew code update scheme
{* f i * Fined value

£t " Increment by ane
el " Randamize

{=i g

[~ Remember these settings and don't ask nest ime
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We suggest protecting Y ubikey against unauthorized re-configuration. Click aRND and set it Fixed.
Remember this value
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() Programming

[t iz nows time to update the key. Beview zettings, select config and press start

Selected task:  Program OTP mode key

Public: 1D Fixed ztring
Secret ID Fixed ztring
Key Fixed ztring

Cur acc code: MAA
Mew acc code:  Fiked sting

{* Aafribe bo configuration 1 " Wiite to configuration 2 [rubikey 2 only)
[ Lock / protect configuration 2 [rubikey 2 anly)

Ingzert Yubikey in USE port and press Run

Run
f# | Time | Delafs] | Status / public D
e 163326 03 18075512
v 2 164262 02 44RBEET5e37a
v 3 164742 02 44RBEET5e27a
Paszed: ) F ailed: 0
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Thisisthefinal.

Remove any Y ubikey.
“Write configuration 1" selected.
Click on Run.

- Connect Yubikey 1.
Remove Y ubikey 1
Connect Y ubikey 2
Remove Y ubikey 2

Test the keys. They should produce the following OTP (44 bytes):
ffhjjhigueilkubigcievverbtgtgel vtrcj ubftcgud
ffhjjhigueilfbnhkbhntjctfdttgtleiunlrbgjurdk
ffhjjhigueilfdgjjitdcgdkurfheijbdlitubrudbkk
ffhjjhigueilueetivhnnukbrciktcvdkdbtvngtfetb
ffhjjhigueillkblketcrkvddivnkfkrgehjdejvgce)

asyou seefirst 12 charsare Y ubikey ID then OTP.
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