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o Two-factor authentication -

® Free portable encryption for USB drive
® Hardware disk encryption

® Face recognition logon

® Secure Windows and Mac login by USB key



Rohos Logon Key
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Two-factor authentication solution that converts any USB drive into a
security token for your computer and allows accessing Windows in
secure way by USB token, replacing the Windows login.

Provides secure login into:

® Personal computer with Windows 2000 / XP / Vista / Seven

e Windows 2000/ 2003/ 2008 Active Directory

o Novell e-Directory. Full compatibility with Novell Client 4.81 (or higher)
o Windows 2003/2008 Remote Desktop

Rohos’ Logon Key
Secured Windows login
7 UsB fiash drive.

System requirements ﬂ *
® 1 or more MB free
space on Hard Disk I

® Atleast 1 USB 2.0
or USB 1.1 USB port Login by" USB Pey 5
o Internet Explorer 5.5 e oo
or higher

Works with

My v Supported authentication devices:
[~ © Smartcards

© PKCS#11 tokens

QTP tokens - YubiKey and UmiKey

© Biometrical devices

* RFID

e Bluetooth enabled devices

Vistam

# Windows 7 Ultimate

Key features:

Login with a USB Key is fully automatic and fast!
Secure 2-factor login: Your USB Key + PIN code password
Use a single USB Key to log into your Home, laptop and office computer

Emergency Logon that helps to access your system in case you lost USB drive or forgot PIN code
[Unigue] Protects your computer even in Windows Safe Mode login.

Regular password based login can be disabled

Automatic Windows lock when user withdraws USB Key from computer. And more other options...
Rohos seamlessly integrates into any Windows configuration
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Server version
Centralized USB Key Management

System requirements Rohos Logon Key Server Version includes USB Key manager tools that allow setting
o Windows XP Pro/ Windows up and manage USB tokens and Rohos Logon in corporate networks.

2003/ Windows Vista/Seven | Server edition is intended for Administrator's workstation only. It has built-in USB

or Windows 2008 Serveras | Koy Management utility (create and manage USB keys) and Rohos Remote

your Terminal Server \ . . . .

computer Configuration utility (setup Rohos Logon Key settings on the computers joined to

Active Directory).

Rohos USB Key Management utility.

If you have 10 or more users in your organization, you can use Rohos USB Key Admin management
utility. It allows creating and editing logon profiles on USB token.

Features: e i =
o Create USB keys for login; USB Key device (Yubiey) bl e e
o Centralized License management. Automatically uses 4 et e
license keys list to create prelicensed USB keys to simplify (changePN..| [ Uses. ] [07Poptons..]
license management; "
© Back up/Restore operations. Allows to Backup and restore User name: Donain
USB Key content (logon profile); i AT
© PIN code security. Set up a PIN code for USB Key
protection;
° :%2??; lproflles. Create and use roaming logon profiles on e e
o Copy/Paste operations. Allows to copy/paste logon profiles | [ asiesesen | [ ussress. | [ o ]
between USB Keys; el

© Setup USB Key for Remote Desktop Login (RDP). Copy
Rohos Remote Login component into USB stick. Use this feature if you don't want to install Rohos into any
computer you login from;
Setup OTP tokens (Yubikey, Umikey) and MiFare for Remote Desktop Login;

Rohos Remote Config Utility.

This Utility allows the Administrator of Active Directory changing Rohos Logon Key settings on remote
workstations.
Rohos Remote Config Utility main window:

@ Allows to Create the list of computers where Rohos Logon Key is installed
® Edit Rohos Logon settings on a remote computer
e Allows to edit logon profiles on a USB key connected to remote computer

www.rohos.com -




Rohos Logon Key for Mac

Two-factor authentication for your Mac protection e
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It turns any USB drive into a security key for your Mac. It
allows secure Mac login, keychain access and desktop
unlock with a USB key.

The following various devices and equipment may be used
in Rohos logon software for authentication purposes:

Any USB flash drive or iPod.

Fingerprint and biometric USB devices
Bluetooth enabled mobile or iPhone.
YubiKey, UmiKey or Swekey OTP tokens.
Touchatag device with RFID tags.

System requirements
® Mac 0S X, 10.5 or 10.6 Snow Leopard.

=,
ﬁ Type your password to allow System
&, Preferences to make changes.
u_l@
Name: alex |
Password: | eseecece
‘ ~ Insert USB key

» Details
®

Security benefits for your Mac:

® Your Mac is protected but you don't need to enter your password manually each time you unlock your
Mac or system preferences.

Automatically lock your Mac screen when USB Key is unplugged

Strong two-factor authentication: PIN code + USB Key

Rohos Logon Key provides cross-platform security for Windows and Mac

Unlocking your Mac with a USB token is fully automatic and fast!

Regular password based login may be prohibited with "Allow logging in only by using USB Key" option.
Unlock system keychain by using USB Key
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Rohos Face Logon
Robust face recognition login

The program is designed to add authentication convenience and additional

¢
% security level to the standard Windows logon procedure. It allows
4 accessing Windows computer in an easy, fast and secure way by using
any Windows compatible camera. The login of the user is performed
> automatically once the face has been recognized by the program.
E L 2 Rohos Face Logon (XN e |
i\\ Rohos Face Logon i :zm oo nﬁ E
B e e L
g
o Register your faces
< Registered faces -]
I = Notlogged in v::mﬁ:::;:;;:mﬁ;
o Loggedin fast Windwos login.
o Options
J Help
o How to register good face examples
— | soanes | |_aon |
System requirements
© Windows 2K/ XP/ Vista/ Face login and security benefits for your PC:
. ii‘g;g%’ ) e Automatic login or desktop unlock when your face is recognized.
o 5 MB free hard disk space e Self-training - helps avoiding face recognition failure.

e Multi-user support - You may register faces of several users for
any user account!

e All registered face patterns are saved and poor ones may be

Two-factor authentication: deleted.

© Face recognition + PIN code e Supports all Windows XP - Seven (x86, x64).

with limited attempts. . . .
» Possibilty to combine both e Options: Hide Rohos Face Logon window; or Temporary stop

Face recognition and USB stick login by face.
for login or to use them apart. e Last successful face-recognition logins are saved.

® All unsuccessful face-recognition logins are also saved.

e [Unique] The option “Hide Rohos Face Logon window during login” hides the fact of program’s
presence keeping an intruder unaware of it.

www.rohos.com “




Rohos Disk Encryption
Reliable HDD and USB flash drive encryption utility

The program creates hidden and protected partitions on the computer or
USB flash drive. Best encryption software that protects your sensitive
data on internal or removable drives. It also offers “on-the-fly” encryption
even in traveler mode by using portable utility - Rohos Disk Browser.

Security features:

e Strong & on-the-fly encryption. NIST approved AES encryption
algorithm, 256 bit encryption key length is used.

e No risk of data loss. Password reset option allows creating a
backup file to access your secured disk if you forgot your password or
lost USB key.

e Easy to use. Your first Rohos Encrypted Drive can be turned on with
a single click or automatically on system startup.

e Portable data security solution. You can have a protected

78 . Rohos Disk
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System requirements partition on your USB flash drive and access it on any computer
© Windows 2000 / XP / 2003 without administrative rights.
Vista / 2008 /Seven e Unlimited encryption capacity. Have unlimited number of
© USB drive with 50Mb or additional encrypted virtual drives, over your network storage, USB
more free space flash drive or DVD-ROM.

e Have a USB Key for access control. Use USB flash drive or
security tokens to access your secured disk automatically no need to
remember and type in your password.

Secure shortcuts on the desktop. Shortcuts to the documents from the encrypted drive will automatically
be hidden from the desktop when secured drive gets disconnected.

Hide Folder & Application. Encrypt any regular folder from your PC. Allows to encrypt and lock your
internet applications like Skype, Firefox, Google Chrome etc.

Integrated File-shredder. Any file or folder can be easily and without any trace moved into Encrypted
Rohos Disk with shredding afterwards.

® Expandable virtual drives. You are allowed enlarging virtual encrypted partition any time you need.
Steganography. Hide your sensitive files into a single AVI movie or media file such as MP3, OGG, WMA etc.

el ron s




Rohos Mini Drive
Most Wanted Free portable encryption utility

It's free USB flash drive encryption tool that creates hidden and password
protected partition on the USB flash drive memory. This portable partition
encryption tool offers “on-the-fly" encryption even in traveler mode by
using utility - Rohos Mini Drive portable. Working with encrypted files on
the hidden volume no longer requires Administrative rights.

Encrypt USB drive ohos Mini Drive Portable
i Create protected partition USB flash (O] D ¥
e protected partition on your
System requirements e [3 DVt E 0 O S e )
. USB device G:\ has been found  [Change...] e/ Al Name Size Type| Ch
® Windows 2000 / XP /2003 / Enc&y;ﬁedpartﬂmpropet&eswlhe E’ngm “ gﬂmamgn epint.. 16MB pdf  09/1
H . size: 38]Mm - 1 buratino.mp3 565MB mp3 091
Vista / 2008 / Seven o Partition letter (disk): H: © autorur ||| ) Rohoskey seiialit  23bytes tk 0971
© Partition image file: G\_pohos\rdlsknrd [Change...] g;‘;?”;:m || @) Getiing Real doc: 594KB doc  09/1
® USB drive with 50Mb or f@%\ B e mecasie J %’2“:3”“””*" e n o
oooooooo CooPlayersPotable 9.dock 031
more free space ot S T2 Ertemm™
........ © b
) Data
[] Make a shortcut to the disk on your desktop EE:;‘:;LMJM
ﬁKuPasstlTNe"’ ‘_ =
: o —— 5 || 2]
Learnmore... [ Create disk e | T g

USB flash drive security benefits:

Creates an encrypted partition or container on USB flash drive or portable HDD.

Encrypted partition is protected by a password

Encryption is automatic and on-the-fly. AES 256 bit key length. Using NIST compliant encryption standards.
Hide Folder & Application - Encrypt any regular folder from your PC and hide it into USB drive.
Secured virtual keyboard - protect encrypted disk password from a keylogger.

Rohos Mini Drive Portable:

® Works from any USB drive without installation.

® Does not require Administrative rights - opens any encrypted file without decrypting it into temp folder.

® File Virtualization - prevents secret data leak outside encrypted disk on TEMP folders, Registry, Recent
documents list, etc.

Free Edition limit - 2 GB virtual disk size.

www.rohos.com




Tesline-Service SRL

Established in 2000, in 2003 Tesline-Service SRL started developing a line of Rohos products -strong two-
factor authentication and secure data encryption solutions for small enterprises, educational institutions and
end users. Our motto is IT security with the Key in hand!

Hardware and Software Vendor Partners

For software and hardware vendors Tesline-Service offers to integrate Rohos in thus enhancing their
existing products with the best authentication and encryption solutions. Rohos Logon Key and Rohos Disk
use internal token API and could work with practically any authentication device - PKCS#11, OATH, OTP
tokens, RFID tags and readers.

Rohos products featured
in IT magazines and CDs
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