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Rohos Logon Key

Secure Windows Logon — easy-to-use two-factor authentication solution.

Rohos Logon Key converts any USB drive into a security token for your
computer and allows access Windows in a secure way by USB token. It works like a car
key. Rohos Logon Key is a genuine authentication solution with complete password
replacement, and not just a primitive PC lock like many other programs where you have to
enter a password manually anyway.

Secure Access to:

Personal computer with Windows 2000 / XP / Vista / Seven.

Windows 2000/ 2003/ 2008 Active Directory.

Novell e-Directory. Full compatibility with Novell Client 4.81 (or higher)
Windows 2003/2008 Remote Desktop

Mac OS X 10.4/10.5 and 10.6
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Now there are three widely spread Windows versions: 2000/ XP/ Vista. Each has different
logon window and Rohos Logon seamlessly integrates in them.

®

. Windows Vista Usimate

Windows Vista / 2008 welcome screen Mac OS X logon window

Your Computer Security Benefits:

¢ Replaces weak password based login with a hardware USB key, thus you use
big password without the need to remember it;

e Emergency Logon — helps to access computer in emergency case: USB key lost
or damaged, forgotten PIN code, broken USB port;

e Computer is protected even in Safe Mode;

¢ Use a single USB key to securely log into your home laptop and office computer.

o Two-factor authentication by using PIN code for USB Key.

USB Key Hardware Variety:

e any USB flash drive

e USB tokens/ smart cards like Aladdin eToken PRO, Futako HiToken v22, Aktiv
ruToken, uaToken, Crypto Identity 5,etc
YubiKey, Swekey and Umikey — one-time password tokens
Fingerprint USB flash drive, e.g. Transcend, Apacer, LG, TakeMS, BioSlimDisk, etc.
Wireless devices that are Bluetooth enabled, e.g. Pocket PC, Mobile
Touchatag RFID

USB Key Security

e USB Key cannot be duplicated. Logon profile is bound up with a USB flash
drive serial number

e USB Key originality. By default USB Key is bound up with a computer where it
was created for login. Computer owner can forbid to use any other USB Key
except one for login

¢ Protected password. By default USB Key does not contain your Windows
password in plain form, but only Encryption Key pair that is used to reconstruct
password for login operation



Rohos Logon Key is available in two versions — Personal and PRO - allowing the end-user
as well as the corporate one to choose the best two-factor authentication solution. Both
versions support Windows 2000/XP/2003/Vista/2008. PRO version allows using Rohos
Logon on 3 computers, having just a single USB key to access them. Also there is
Server Version that allows Administrator to carry out numerous tasks in a network
environment using USB Key Management Utility and Rohos Remote Config Utility. Rohos
Logon Key Server Version benefits:

e Rohos Logon Key uses a single USB Key to login into multiple computers/user
accounts;

e You can log into Remote Desktop login by USB key;
Support for Novell Client for Windows;

e Support for Windows Active Directory.

Rohos Logon Key Server version is specially designed to deploy and use Rohos Logon
within Windows Active Directory. It allows Administrator’s carrying out the following
tasks:

Setting up and handout hundreds of USB Keys;

Configuring USB Keys for the access to the remote desktop;

Changing Rohos Logon settings and USB Key on any network workstation remotely.
Licensing any number of computers and USB keys with no efforts.

Rohos Logon Key Mac version allows to use any USB flash drive with on-board serial
number to be used as a security token. Rohos Logon does not store any information on USB
flash drive, thus allowing to use even non-Mac compatible USB sticks. Security benefits:

e Mac is protected but you do not need to enter your password manually each
time you unlock it;

e Automatically locks Mac screen when USB Key is been unplugged;

e Unlocking Mac with a USB token is fully automatic and fast;

Other Rohos Logon features:
e Support storage and management of multiple user profiles for logon on one USB
Key.
Auto-detect Windows logon configuration and integrates into it.
Integrates into existing Windows 2000/2003 gina module on the server computer.
Support Novell Client login window
Support network password change policy.
Support MSI installation package for Active Directory deployment
Emergency login when USB key was lost
Safe Mode protection
Allow to disable password based login
Unique USB Key protection features.
Rohos Logon Key provides cross-platform security for Windows and Mac

Rohos Logon Key system Requirements

e Windows 2000/ XP/ 2003/ Vista /2008/ Seven (including x64 versions, AMD64/IA64) and
Mac OS X 10.4/10.5 and 10.6

e Hard Disk — 1MB

e USB port - 2.0.
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